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Engineering Principles of Microbially Induced Corrosion

Course Overview

Course Description

This course introduces microbially induced corrosion (MIC), its underlying
mechanisms, and the engineering strategies used to detect, mitigate, and manage
it.

MIC is a broad category of biologically driven degradation, and its consequences
appear across nearly every infrastructure sector engineers work in. These include
water distribution and wastewater systems, oil and gas pipelines, marine
structures, and industrial processing facilities. The course builds from
electrochemical and microbiological fundamentals through to practical
engineering application. It emphasizes inspection and monitoring technologies,
protective systems and lifecycle risk assessment.

Learning Objectives

Upon successful completion of this course, participants will be able to:

« Understand the electrochemical principles governing metallic corrosion
and how microbial activity modifies those processes

+ Learn the principal microorganism groups associated with MIC and
describing the metabolic mechanisms by which each contributes to
material degradation

+ Understand the MIC vulnerability of water distribution systems,
wastewater infrastructure, pipelines, marine structures, and industrial
facilities

+  Know the appropriate inspection and monitoring technologies for MIC
detection in specific infrastructure contexts

« Understand the relative effectiveness of protective coatings, cathodic
protection, biocide treatment, and operational mitigation strategies for
controlling MIC

« Learn how to apply lifecycle engineering principles to MIC risk assessment
and asset management planning
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Intended Audience
This course is suitable for civil, mechanical, environmental, chemical, materials,
marine, and petroleum engineers.
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CHAPTER1

Introduction to Corrosion Engineering and Microbially
Induced Corrosion

1.1 The Scope of Corrosion in Engineering Practice

Corrosion is among the most persistent technical and economic challenges in
engineering. Every metallic component placed in service begins degrading the
moment it encounters its environment, and the pace of that degradation depends
on the chemistry, temperature, moisture, and biological conditions surrounding
it. Infrastructure owners, utilities, and industrial operators collectively spend
hundreds of billions of dollars each year managing corrosion through prevention,
monitoring, repair, and replacement. A landmark 2002 study sponsored by the
National Association of Corrosion Engineers (NACE) International, estimated the
direct cost of corrosion to the US economy at $276 billion annually, roughly 3.1%
of gross domestic product at the time (Koch et al., 2002). Indirect costs, including
production downtime, safety incidents, and environmental remediation, push
that figure considerably higher.

For engineers, corrosion is a design problem before it becomes a maintenance
problem. Material selection, joint geometry, protective system specification, and
operational procedure all influence how quickly a structure degrades. A pipeline
specification that fails to account for internal water accumulation, or a storage
tank designed without accessible drainage, creates the conditions for accelerated
deterioration years before any visible damage appears. This course is concerned
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with a particular category of corrosion that has grown in engineering significance
as infrastructure ages and operating conditions change: the corrosion initiated,
accelerated, or shaped by the activity of microorganisms.

1.2 What Is Microbially Induced Corrosion

Microbially Induced Corrosion (MIC) refers to corrosion processes in which
microorganisms, principally bacteria and archaea, modify the local chemical
environment at a metallic surface in ways that increase the rate or severity of
electrochemical degradation. The term coexists in the literature with
Microbiologically Influenced Corrosion (abbreviated as MIC in both cases), and
both expressions describe the same phenomenon (see Figure 1).

Biofilm

Figure 1: A schematic of microbiologically induced corrosion (MIC).
Credit: Rao et al, 2023.

Microorganisms do not consume metal the way a chemical acid does. Instead,
they alter conditions at the metal-fluid interface by producing acids, consuming
oxygen, generating sulfides, or establishing electrochemical gradients that drive
localized anodic attack. The biological and electrochemical processes are tightly
coupled, which is one reason MIC has historically been difficult to separate from
conventional corrosion during failure investigation.

MIC is not a single, unified mechanism. It encompasses a family of biologically
driven processes involving different microorganism groups, different metabolic
pathways, and different infrastructure environments. Sulfate-reducing bacteria
behave very differently from sulfur-oxidizing bacteria, and the corrosion
conditions they create differ accordingly. Understanding MIC will require some
familiarity with the relevant microbiology, not at the level of a specialist, but
sufficient to recognize which organisms are likely active in a given environment
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and what engineering consequences follow from their metabolism (Little & Lee,
2007).

1.3 Historical Recognition of MIC

The connection between microorganisms and metal deterioration was suspected
as early as the late nineteenth century, when investigators noticed unusual
corrosion patterns in buried pipelines that could not be explained by soil
chemistry alone. The critical early insight came in the 1930s when Dutch
researchers Baars and Vonk demonstrated that sulfate-reducing bacteria were
responsible for accelerated corrosion of iron in anaerobic soils, a finding that
eventually upended conventional assumptions about which soil conditions were
dangerous for buried infrastructure (Javaherdashti, 2008). For decades afterward,
however, MIC remained a relatively peripheral concern in corrosion engineering,
recognized in academic literature but not widely integrated into infrastructure
design or maintenance practice.

The changed in scale of infrastructure failures attributable to microbial activity
became undeniable. Oil and gas producers operating in the Gulf of Mexico and
the North Sea in the 1970s and 1980s encountered severe internal pipeline
corrosion in systems that had appeared electrochemically stable. Water utilities
found their distribution networks corroding from the inside in patterns
inconsistent with the bulk water chemistry. Nuclear power facilities discovered
accelerated corrosion in fire protection and cooling water systems that met all
established chemical specifications. In each case, investigation ultimately
implicated microbial biofilms as a contributing or primary factor. By the 1990s,
MIC had become a recognized engineering discipline with dedicated professional
guidance from NACE International and an expanding body of research literature.

1.4 Why MIC Matters to Modern Infrastructure

Several trends have increased MIC risk across infrastructure systems in recent
decades, including:

1. The sheer age of the installed asset base in North America and Europe
means that pipe walls have roughened, coatings have degraded, and
hydraulic dead zones have accumulated in places that engineers decades
ago did not anticipate. Rough internal surfaces and stagnant zones are
conditions that promote biofilm attachment and growth.

2. Water conservation policies and variable demand patterns have lowered
flow velocities in distribution systems, extending water residence times
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and allowing disinfectant residuals to decay before water reaches
consumers. Both effects favor microbial colonization.

3. The widespread adoption of recycled and reclaimed water in industrial
cooling and agricultural irrigation introduces organic nutrient loads that
were absent in fresh-water systems, providing food for microbial
communities that would otherwise remain sparse.

Climate also plays a role that is beginning to receive engineering attention.
Warming ambient temperatures accelerate microbial metabolic rates, and in
coastal regions, rising sea levels and more frequent storm surges expose
infrastructure to saline water that was previously above the tidal zone. The net
effect is that engineers who design, operate, or manage infrastructure today face
MIC risk profiles that are significantly different from those that existed when the
relevant standards and design guidance were written.

1.5 The Interdisciplinary Nature of MIC Engineering

One reason MIC investigations are challenging is that they sit at the intersection
of corrosion engineering, microbiology, materials science, fluid mechanics, and
chemistry. A pipeline engineer encountering an unexpected internal pit will
typically approach the problem through a corrosion lens, which may be
appropriate, but may miss the biological dimension entirely if microbial testing is
not part of the investigation protocol. Equally, a microbiologist sampling a
biofilm from a corroded surface may accurately characterize the organisms
present without fully understanding the electrochemical significance of what the
biofilm is doing to the metal. Effective MIC management requires these
perspectives to work together.

The aim of this course is not to convert engineers into microbiologists, but to give
practicing engineers enough understanding of microbial behavior to ask the right
questions, recognize the warning signs, and make informed decisions about
inspection, mitigation, and lifecycle planning.
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CHAPTER 2

Fundamentals of Electrochemical Corrosion

Figure 2: Cross Section of Pipe with Electrochemical Corrosion.
Credit: Mi et al., 2015.

2.1 Corrosion as an Electrochemical Process

Metallic corrosion is fundamentally a process of electron transfer. A refined
metal exists in a higher-energy state than the mineral compounds from which it
was extracted, and thermodynamics consistently drives it toward lower-energy
oxidized forms. Iron, for example, processed from hematite and magnetite at
great energy cost, in the presence of water and oxygen tends to return toward
iron oxides and hydroxides that is recognized as rust (see Figure 2).
Understanding this thermodynamic tendency, and the electrochemical
mechanisms through which it operates, is the starting point for any serious
corrosion analysis (Jones, 1996).

An electrochemical corrosion cell requires four components: an anode, a cathode,
an electrolyte, and an electrical connection between the two electrode regions. At
the anode, metal atoms lose electrons and dissolve into solution as ions. This
oxidation process is the destructive half of the corrosion reaction because it
represents actual material loss. At the cathode, electrons released at the anode are
consumed by reduction reactions involving species in the surrounding
environment, most commonly dissolved oxygen or hydrogen ions. The
electrolyte, typically water containing dissolved salts, acids, or other ionic
species, allows charge to be carried between the anodic and cathodic regions by
ion movement. The corrosion reactions for iron (Fe) are illustrated in the
equations below:
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At the anode: Fe —»Fe* + 2e
At the cathode: 0.+ 2H,0 +4e- - 40H"

Overall reaction: 2Fe+ O,+2H,0 —» 2Fe(OH);

Without an intact circuit, sustained corrosion cannot occur. In practice, anodic
and cathodic regions may be physically separate metals electrically connected
through a structure, or they may be microscopic regions on the surface of a single
piece of metal where compositional or environmental differences create localized
electrochemical differences (Revie & Uhlig, 2008).

2.2 Common Forms of Corrosion

Table 1 describes the common corrosion forms and their relationship to MIC.
Pitting and under-deposit corrosion are the forms most frequently associated
with microbial activity.

Table 1: Common Corrosion Forms and Their Relationship to MIC.

Corrosion Form | Primary Driver Relationship to MIC
Uniform Bulk electrochemical Rarely the dominant MIC pattern; may
exposure coexist with localized attack
Galvanic Dissimilar metal contact in Microorganisms can alter conductivity and
electrolyte local chemistry, intensifying galvanic
interactions
Pitting Passive film breakdown; Primary MIC morphology; biofilm oxygen
oxygen concentration cells gradients initiate and sustain pits
Crevice Stagnant, confined Crevices are preferred biofilm attachment
electrolyte sites; MIC and crevice attack compound each
other
Under-deposit Differential aeration Highly susceptible; biofilms create ideal
beneath sediment or scale under-deposit conditions internally

Uniform corrosion distributes material loss relatively evenly across an exposed
surface. It is the most predictable corrosion form because engineers can estimate
material loss rates and design corrosion allowances accordingly. Atmospheric
rusting of unprotected carbon steel is the archetypal example. Uniform corrosion
is rarely the form associated with sudden unexpected failure because its progress
is visible and can be measured.
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Galvanic corrosion occurs when dissimilar metals are electrically connected in
the presence of an electrolyte. The more electrochemically active metal becomes
anodic and corrodes preferentially, while the more noble metal is protected. The
severity of galvanic corrosion depends on the separation between the two metals
in the galvanic series, the electrolyte conductivity, and the relative surface areas
involved. A small anode coupled to a large cathode corrodes far more rapidly
than the same small anode coupled to a comparably small cathode because the
cathodic demand per unit area of anode is much higher.

Pitting corrosion is among the most dangerous localized forms because deep pits
can penetrate an entire pipe wall or vessel shell while the surrounding surface
remains visually intact. Pits typically initiate where protective passive films are
locally disrupted or where surface defects concentrate electrochemical activity.
Once a pit forms, the local chemistry inside it becomes increasingly aggressive:
the interior becomes acidic and depleted of oxygen, creating a self-sustaining
anodic environment that resists repassivation. MIC commonly produces pitting
morphology because the oxygen gradients and localized acid generation
associated with biofilms create the electrochemical conditions that initiate and
sustain pits (Fontana, 1986).

Crevice corrosion develops within confined stagnant spaces, including gasketed
joints, under sediment deposits, beneath corrosion products, or in any geometry
where the bulk fluid cannot freely circulate. Stagnation allows oxygen to be
consumed and ionic concentrations to shift until the crevice interior becomes
highly aggressive relative to the surrounding surface. The localized attack that
results can be severe and is difficult to detect during routine inspection.

2.3 Passivity and Its Relevance to MIC

Several engineering alloys, including stainless steels, aluminum alloys, and
titanium, owe their corrosion resistance to the formation of thin, adherent oxide
films that kinetically block further oxidation. These passive films, typically only a
few nanometers thick, are remarkably effective barriers under benign
conditions. However, they are susceptible to breakdown under specific attack.
Chloride ions are the most well-known passive film disruptors, but acidic
metabolites and sulfide compounds produced by microorganisms can also
destabilize passivity locally. This explains why austenitic stainless steels, which
perform reliably in many corrosive service environments, have experienced MIC
pitting failures in cooling water systems, fire protection piping, and water
distribution applications where biofilm activity was not anticipated (Little & Lee,
2007).
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2.4 Environmental Factors Governing Corrosion Rate

Temperature increases electrochemical reaction rates according to Arrhenius
kinetics, typically roughly doubling reaction rates for every 10°C rise in
temperature within moderate ranges. Higher temperatures also accelerate
microbial metabolic activity, creating a compounding effect in MIC
environments. pH directly influences both cathodic reaction rates and the
stability of passive films. Oxygen concentration governs the cathodic reduction
rate in neutral and alkaline environments; lower oxygen in bulk fluid does not
necessarily mean lower corrosion risk, because oxygen depletion beneath
biofilms creates anodic regions that drive aggressive localized attack. Chloride
concentration increases electrolyte conductivity and attacks passive films,
making seawater and produced water environments particularly corrosive.

Flow velocity has a complex and sometimes counterintuitive relationship with
corrosion. Moderate flow generally reduces MIC risk by preventing biofilm
establishment and maintaining disinfectant residuals. Very low flow or
stagnation, on the other hand, allows sediment to accumulate, oxygen gradients
to develop, and microbial communities to attach and grow. At the other extreme,
very high velocities can cause erosion-corrosion, stripping protective films and
delivering corrosive species to the metal surface at high flux rates. The
engineering implication is that systems designed to accommodate wide ranges of
flow velocity, or those that experience extended periods of shutdown, require
particular attention to microbial risk.

2.5 How Microorganisms Interact with Electrochemical Corrosion

Microorganisms modify nearly every parameter that governs electrochemical
corrosion behavior. They consume oxygen within biofilms, creating differential
aeration cells in which the oxygen-depleted metal beneath the biofilm becomes
anodic relative to adjacent oxygenated surfaces. They produce organic and
inorganic acids that lower local pH and increase dissolution rates. Some produce
hydrogen sulfide, which attacks iron and some alloy systems through multiple
mechanisms simultaneously. Others produce extracellular polymers that
concentrate aggressive ions at the metal surface.

Perhaps most significantly, certain microorganisms have been shown to
participate directly in electron transfer reactions at the metal surface, effectively
short-circuiting the electrochemical cell in ways that conventional corrosion
theory did not anticipate. Hamilton (2003) proposed a unifying electron transfer
hypothesis suggesting that electroactive microorganisms can use the metal itself
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as an electron donor, accelerating anodic dissolution at rates substantially higher
than abiotic systems would predict. This mechanism, sometimes called electrical
microbially influenced corrosion (EMIC), remains an active area of research and
has significant implications for explaining some of the extremely rapid pit
penetration rates observed in MIC failures.

The practical engineering takeaway from all of this is that the presence of a
biofilm at a metallic surface changes the corrosion environment in ways that
cannot be predicted from bulk fluid chemistry alone. The local chemistry
beneath a mature biofilm can differ dramatically from the surrounding
environment, and it is that local chemistry, not the averaged bulk condition, that
governs metal loss.

2.6 Corrosion Rate Measurement and Electrochemical Kinetics

Corrosion rate is the parameter that engineers most often need to quantify when
assessing infrastructure condition or selecting mitigation strategies. The most
direct expression of corrosion rate for metallic infrastructure is metal
penetration rate, typically expressed in mils per year (mpy) or millimeters per
year (mm/y), which relates directly to the design life remaining at a given
location. Electrochemical methods provide complementary rate information and
are particularly useful for continuous online monitoring.

Linear polarization resistance (LPR) is the most widely used electrochemical
technique for real-time corrosion rate measurement in process systems. It applies
a small perturbation to the electrochemical potential of the metal and measures
the resulting current response; the ratio of potential to current, the polarization
resistance, is inversely proportional to the instantaneous corrosion rate through
the Stern-Geary relationship. LPR probes can be installed directly in pipelines,
tanks, and process systems to provide continuous corrosion rate data. In
biologically active systems, however, LPR measurements require careful
interpretation because biofilm impedance can distort the electrochemical
response, potentially underestimating the actual metal loss at the biofilm-covered
surface. Electrochemical impedance spectroscopy (EIS) separates biofilm
impedance from metal corrosion response, providing more reliable rate data in
systems where biofilm is expected (Revie & Uhlig, 2008).

Gravimetric coupon methods, despite being among the oldest corrosion
monitoring techniques, remain valuable because they measure actual metal loss
rather than an electrochemical proxy. A coupon installed in a bypass flow loop is
exposed to the same environment as the process piping for a defined period, then
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removed and weighed. The difference between initial and final weight,
normalized by surface area and exposure time, gives the average corrosion rate
over the monitoring period.

Coupons can also be submitted for surface analysis, including scanning electron
microscopy and energy-dispersive X-ray spectroscopy, to characterize pit
morphology and identify corrosion products indicative of MIC. The main
limitation is that coupons provide average rates over the exposure interval, and it
may not capture episodic events or localized attack that is confined to small areas
of the coupon surface.
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CHAPTER 3

Microbiology Fundamentals for Engineers

3.1 Why Engineers Need to Understand Microbiology

Engineering education does not typically include microbiology. This was mainly
because infrastructure systems were designed around the physics and chemistry
of their environments, and microorganisms were considered a biological
curiosity rather than a design variable. This has now changed. Biofilm formation,
microbial sulfur cycling, and enzymatic metal reduction are now recognized as
significant contributors to infrastructure deterioration in multiple sectors, and
engineers who cannot recognize the conditions that promote microbial growth
are poorly equipped to evaluate MIC risk in the systems they design or manage
(Little & Lee, 2007).

The goal is to provide enough microbiological literacy to understand why certain
environments are vulnerable, what observable indicators suggest microbial
activity, and why some mitigation approaches work while others fail.

3.2 The Principal Microorganisms Associated with MIC

Bacteria are the dominant MIC contributors across most infrastructure
environments. They are single-celled organisms capable of reproducing rapidly,
adapting their metabolism to changing conditions, and forming protective
communities on surfaces (Figure 3). The MIC-relevant bacterial groups are
typically classified by their metabolic relationship with sulfur, oxygen, and iron
compounds, because it is these metabolic activities that create the corrosive
chemical conditions at metal surfaces (Videla, 1996).

Sulfate-reducing bacteria (SRB) are the most widely studied and arguably the
most economically significant MIC organisms (Figure 3). They are obligate
anaerobes that use sulfate as a terminal electron acceptor in their metabolism,
producing hydrogen sulfide as a byproduct. Hydrogen sulfide is corrosive to iron
and many alloy systems through multiple mechanisms, including direct chemical
attack, cathodic depolarization, and hydrogen embrittlement in high-strength
steels (see Figure 4). SRB thrive in oxygen-depleted environments, such as buried
pipelines, the interior of biofilms, sedimented tank bottoms, and anaerobic
wastewater zones.

© Cadistics LLC Page 16



Engineering Principles of Microbially Induced Corrosion

Figure 3: Scanning electron microscopy (SEM) images of the sulfate-reducing bacteria (SRB).
Credit: Xia et al., 2024
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Figure 4: A schematic view of the function of sulfate-reducing bacteria (SRB) in microbiologically induced
corrosion (MIC). Credit: Kiani et al., 2019.

Sulfur-oxidizing bacteria (SOB) operate in the opposite metabolic direction. Given
a source of reduced sulfur compounds, typically hydrogen sulfide produced by
SRB or released from organic decomposition, SOB oxidize these compounds to
elemental sulfur and ultimately produce sulfuric acid. In concrete sewer systems,
this sulfuric acid generation process, driven by Thiobacillus and related
organisms, is responsible for some of the most severe infrastructure deterioration
encountered in municipal engineering. SOB are aerobic organisms and colonize
the moist surfaces at the air-water interface in sewer pipes, where they have
access to both oxygen and the hydrogen sulfide rising from the wastewater
below.

Iron-reducing and iron-oxidizing bacteria interact directly with iron compounds
and can produce voluminous rust-colored deposits in water systems. Iron-
oxidizing bacteria such as Gallionella and Leptothrix produce sheaths and stalks
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encrusted with iron hydroxides. While they are not always primary corrosion
agents, their deposits create ideal under-deposit conditions for more aggressive
anaerobic organisms. Acid-producing bacteria (APB) generate organic acids
through fermentation and other metabolic pathways, lowering local pH and
attacking both metal surfaces and cement matrices. Their activity is particularly
relevant in industrial process systems where organic nutrients are available.

Archaea, a domain of life distinct from bacteria, include the methanogens and
some extremely thermophilic organisms. Certain sulfate-reducing archaea are
increasingly recognized as MIC contributors in high-temperature oil and gas
systems and deep subsurface environments where conventional bacteria struggle
to survive (Javaherdashti, 2008).

Table 2 below lists some of the principal microorganism groups associated with
MIC, their metabolic activities, and the environments in which they typically
predominate.

Table 2: Principal MIC-Associated Microorganism Groups.

Group Abbreviation | Metabolic Primary Typical
Activity Byproduct Environment
Sulfate- SRB Reduces sulfate to | Hydrogen sulfide | Anaerobic soil,
reducing sulfide (H,S) biofilm interiors,
bacteria oil/gas systems
Sulfur-oxidizing | SOB Oxidizes sulfide to | Sulfuric acid Sewer crowns,
bacteria sulfuric acid (H,S0,) wet wells,
partially aerated
systems
Iron-oxidizing I0OB Oxidizes ferrous Iron hydroxide Groundwater,
bacteria to ferric iron deposits water distribution
systems
Acid-producing | APB Fermentation; Organic acids Industrial process
bacteria organic acid systems, nutrient-
generation rich water
Methanogens MOB Produces methane | Methane; Deep subsurface,
(Archaea) from CO,/H, localized pH high-temperature
change reservoirs

3.3 Nutrient Requirements and Environmental Conditions

Microbial growth in engineering systems depends on the availability of nutrients,
primarily carbon sources for energy and cell building, nitrogen, phosphorus, and
in many cases sulfate or iron compounds as electron acceptors. Most
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infrastructure environments contain sufficient nutrients to support some level of
microbial growth. Completely eliminating nutrients from a water or process
system is generally impractical, which is why operational strategies focus instead
on controlling the conditions that allow microbial communities to establish and
persist: flow velocity, temperature, stagnation, pH, and disinfectant residuals.

Temperature significantly influences both microbial growth rates and the
composition of microbial communities. Most MIC-relevant bacteria are
mesophiles, growing most actively between 20°C and 40°C (68°F and 104°F).
Thermophilic SRB and archaea extend the MIC risk envelope into high-
temperature environments such as in geothermal systems, deep wells, and some
industrial processing applications. At very low temperatures, microbial activity
slows substantially but does not cease entirely. Biofilms in cold-climate water
systems remain capable of MIC even where temperatures approach freezing.

3.4 Microbial Communities and Synergy

In real infrastructure environments, MIC rarely results from a single organism
species acting in isolation. Instead, diverse communities of organisms colonize
the same surface and interact metabolically in ways that amplify their collective
corrosive effect. A layered biofilm might contain aerobic iron-oxidizing bacteria
in its outer, oxygen-rich regions creating the deposit conditions that shelter
anaerobic SRB in the oxygen-depleted interior. The SRB produce hydrogen sulfide
that diffuses back toward the surface, where SOB can oxidize it to sulfuric acid.
The acid then attacks both the metal surface and the cement matrix of any
concrete infrastructure in the vicinity. This kind of cooperative metabolic
cascade means that eliminating a single organism group often provides only
partial or temporary relief, because the ecological niche it occupied will typically
be recolonized by a functionally equivalent organism given sufficient time.

This ecological perspective has practical implications for mitigation design.
Biocide programs that target only SRB, for example, may successfully suppress
sulfide generation for a period while leaving the underlying biofilm and the
conditions that favor it unchanged. A more effective long-term strategy addresses
the environmental conditions that allow the entire microbial community to
establish, particularly stagnation, sediment accumulation, and nutrient
availability.
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3.5 Microbial Growth Kinetics and Infrastructure Implications

Understanding the basic principles of microbial growth helps engineers predict
how quickly biological communities develop in infrastructure systems under
different environmental conditions. Microbial populations grow exponentially
under favorable conditions, doubling at intervals that range from 20 minutes for
fast-growing organisms such as Escherichia coli in optimal conditions, to many
hours or days for slow-growing organisms like some SRB species in low-
temperature, nutrient-limited environments. This exponential growth
characteristic means that a small initial population can become a substantial
biofilm community in days to weeks given adequate nutrients, moisture, and
temperature.

In engineering systems, the most significant growth-limiting factors are typically
nutrient availability, disinfectant residual concentration, and the hydrodynamic
conditions at the surface. When all three constraints are simultaneously present,
for example in a poorly maintained system that has experienced a treatment
interruption combined with low summer flow velocities and elevated
temperatures, the conditions for rapid biofilm development can produce
significant internal corrosion activity within a single season. It is therefore
important for engineers managing infrastructure through operational changes to
assess MIC risk as part of any decision that materially alters flow velocity,
treatment, or temperature in a system with established biofilm history.

The concept of minimum biofilm eradication concentration (MBEC) is relevant to
biocide program design. The MBEC is the minimum biocide concentration
required to kill all organisms within a biofilm. It is distinct from the minimum
inhibitory concentration (MIC) for planktonic cells (unfortunately it shares the
same MIC abbreviation as microbially indued corrosion, but the context should
make it clear which is meant). In practice, MBEC values for established biofilm
communities are typically 100 to 1,000 times higher than planktonic MIC values
for the same biocide. This explains why biocide doses that are effective against
free-swimming organisms in bulk water fail to eradicate established biofilm.
Shock treatment programs that briefly raise biocide concentrations to MBEC
levels, combined with physical cleaning to remove the biofilm mass, are far more
effective at biofilm eradication than continuous low-level dosing at
concentrations below the MBEC.
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CHAPTER 4

Biofilm Formation and Microbial Community Dynamics

4.1 What Is a Biofilm

A biofilm is a structured community of microorganisms attached to a surface and
enclosed within a self-produced matrix of extracellular polymeric substances
(EPS; Figure 5). The EPS matrix is composed of polysaccharides, proteins, nucleic
acids, and lipids, and it performs several functions simultaneously:

e Itanchors the community to the surface, retains water and nutrients
e Concentrates enzymes at the site of activity
e Provides mechanical protection against shear forces and chemical attack.

Biofilms are not simply random accumulations of cells. They are organized
communities with distinct spatial architecture, communication systems, and
metabolic division of labor (Characklis & Marshall, 1990).

Detachment and dispersal
to planktonic cells

Planktonic cells Irreversible attachment Production of EPS Biofilm maturation;
reversibly attach and formation of and microcolony increased cell density;
to surface extracellular matrix formation intracellular signaling

Figure 5: Stage of Biofilm Formation.
Credit: Hindieh et al., 2025

The distinction between planktonic (free-floating) and biofilm-associated
organisms is essential for understanding MIC. Planktonic bacteria in a water
sample are relatively easy to count, study, and treat with biocides. Biofilm
organisms are another matter entirely. Within the EPS matrix, cells may be 100 to
1,000 times more resistant to biocide treatment than their planktonic
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counterparts, and the chemical conditions they create at the metal surface
beneath them can be radically different from the bulk fluid chemistry measured
in a pipe sample. A water analysis showing acceptable chemistry does not
exclude MIC risk if biofilm is present on the pipe wall.

4.2 Stages of Biofilm Development

Biofilm development follows a recognizable sequence that is worth
understanding in engineering terms because each stage creates different
intervention opportunities (see Figure 5 above). Initial attachment begins within
hours of surface exposure when planktonic cells, carried to the surface by flow or
diffusion, make reversible contact with the substrate. Surface roughness, surface
energy, and the presence of a conditioning film of adsorbed organic molecules all
influence how readily cells attach. Once cells transition from reversible to
irreversible attachment, typically within hours to days, removal requires
physical force.

The early attachment phase is followed by microcolony formation and growth,
during which the attached cells begin producing EPS and recruiting additional
organisms. As the biofilm matures, spatial differentiation develops. Distinct
microbial populations occupy different niches based on oxygen availability, pH,
and nutrient gradients. In a mature biofilm on a steel pipe, the outer surface may
be occupied by aerobic organisms that consume incoming oxygen, while the
inner layers, directly adjacent to the metal, become anoxic environments
populated by anaerobic SRB. The oxygen gradient through the biofilm is typically
steep; dissolved oxygen can drop from ambient levels to near zero within a few
hundred micrometers of the metal surface. Dispersal, the final stage, involves the
deliberate release of cells from the mature biofilm into the bulk fluid, allowing
colonization of new surfaces downstream. This dispersal mechanism is one
reason MIC tends to spread through piping networks rather than remaining
confined to a single location.

4.3 Electrochemical Significance of Biofilms

The engineering importance of biofilms in MIC stems from their capacity to
establish highly aggressive local chemical environments directly at the metal
surface, environments that can differ dramatically from the surrounding bulk
fluid. The oxygen gradient described above creates a classic differential aeration
cell, where the oxygen-depleted metal beneath the biofilm becomes anodic
relative to adjacent oxygenated areas, and material loss concentrates at the
covered surface. This is the under-deposit corrosion mechanism operating on a
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microscopic scale and driven by biological rather than physical deposit
formation.

Sulfide production by SRB within the anaerobic biofilm interior adds a further
layer to this localized environment. Hydrogen sulfide reacts directly with iron to
form iron sulfide, which is electrochemically more noble than the surrounding
steel, and, therefore, drives galvanic attack. Iron sulfide deposits have been
identified in pit corrosion products in numerous documented MIC failures, and
their presence during metallurgical examination is one of the diagnostic
indicators of SRB activity (Borenstein, 1994). Additionally, the acidic metabolites
produced within the biofilm lower the local pH, further destabilizing passive
films and increasing dissolution rates.

Flemming (2002) observed that biofilm-covered surfaces in industrial water
systems effectively function as biological reactors, continuously processing the
passing fluid and concentrating its reactive components at the metal’s surface.
From a corrosion engineering standpoint, this means the metal is not being
attacked by the bulk fluid, but by the concentrated, metabolically active product
of the biofilm ecosystem.

4.4 Conditions That Favor Biofilm Formation

Low or intermittent flow is the single most reliable predictor of biofilm
establishment risk. High-velocity turbulent flow inhibits initial cell attachment
and periodically detaches developing biofilms. Systems designed for intermittent
operation, including fire protection piping, seasonal cooling water circuits, and
standby equipment, are therefore at higher risk than continuously operated
systems at moderate flow. Stagnation in dead-leg piping sections, oversized
distribution networks, and abandoned branches all provide ideal conditions for
biofilm development.

The condition of the surface also matters. New pipe surfaces with smooth, clean
walls will resist initial colonization better than old, roughened, or pitted surfaces.
Internal corrosion deposits, weld root anomalies, and scratch marks from
cleaning all provide preferential attachment sites. Once a biofilm establishes in
these locations, it is essentially self-perpetuating as long as nutrients and
moisture remain available.

Temperature, nutrient concentration, and the presence or absence of a
disinfectant residual complete the picture. Systems with adequate and consistent
chlorine or chloramine residuals suppress biofilm growth in bulk areas, however,
they may still experience localized biofilm development in stagnation zones
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where residuals decay. Understanding these spatial patterns within a distribution
network or process system is central to identifying where MIC risk is
concentrated.

4.5 Detection and Characterization of Biofilm in Engineering Systems

Detecting the presence and assessing the extent of biofilm in operating
infrastructure is considerably more difficult than studying biofilm in a laboratory
setting. Most biofilm detection in the field relies on indirect indicators rather
than direct observation. In water distribution systems, heterotrophic plate counts
(HPC) from water samples give a proxy for the general microbial activity in the
system. Persistently elevated HPC values in specific system zones suggest
elevated biofilm activity at those locations. Pipe sections removed during
maintenance or repair allow direct visual inspection of the internal surface, and
the characteristic rust-colored or black deposits associated with iron bacteria or
SRB activity are recognizable with some experience. However, selective section
removal is impractical as a systematic survey method for large networks.

Corrosion coupons installed at representative system locations provide the most
practical ongoing biofilm monitoring in most infrastructure applications. At the
end of each exposure interval, coupons retrieved for weight loss measurement
can also be examined by scanning electron microscopy to characterize biofilm
morphology, and by energy-dispersive spectroscopy to identify elemental
composition of the corrosion products. The presence of sulfur in pit interiors, for
example, is a strong indicator of SRB involvement even when microbiological
culture has not been performed on the coupon surface directly. Adenosine
triphosphate (ATP) bioluminescence assays provide a rapid field measurement of
total microbial biomass in water samples or coupon surface swabs. ATP is present
in all living cells and decays rapidly in dead organisms, making ATP
concentration a reliable measure of living microbial mass rather than total cell
count including dead cells.

Differential pressure monitoring across sections of a distribution network or
cooling system provides a practical indicator of biofilm accumulation and
tuberculation even without any direct biological measurement. As biofilm
develops and deposits accumulate on pipe walls, the effective flow area
decreases, and head loss increases. Trend analysis of pressure drop data, when
plotted against flow rate over time, reveals gradual increases in hydraulic
resistance that indicate progressive internal fouling. While this method cannot
distinguish MIC-related deposit formation from mineral scaling or other fouling
mechanisms without supplementary investigation, it provides a sensitive and
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continuous early-warning indicator that can trigger more targeted inspection
before significant wall loss has occurred.
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CHAPTER S5

Microbial Corrosion Mechanisms: Sulfate-Reducing
Bacteria, Acid Producers, and Anaerobic Environments

5.1 Sulfate-Reducing Bacteria and Anaerobic Corrosion

Sulfate-reducing bacteria (SRB) represent the most extensively documented and
economically significant organism group in MIC. Their relevance spans buried
pipelines, oil and gas production systems, marine structures, water distribution
networks, and industrial processing facilities.

SRB are obligate anaerobes, meaning they require an oxygen-free environment to
function. They obtain energy by using sulfate ions as the terminal electron
acceptor in their metabolic process, reducing sulfate to hydrogen sulfide (see
Figure 6). This reduction does not occur at normal water temperatures without
biological catalysis, which makes SRB the essential mediator of the sulfate-to-
sulfide transformation in anaerobic engineering environments (Videla & Herrera,
2005).

Water Dissociation “ + ‘- H,S
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Figure 6: Mechanism of microbiologically influenced corrosion (MIC) of iron by sulfate-reducing bacteria
(SRB). Credit: Tripathi et al., 2021.

The corrosive consequences of SRB activity are multiple. Hydrogen sulfide reacts
with iron to produce iron sulfide, a compound that is electrochemically more
noble than iron in most environments, creating a galvanic couple that drives
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anodic dissolution of the surrounding steel. In high-strength steel pipelines and
pressure vessels, hydrogen sulfide can also promote sulfide stress cracking and
hydrogen embrittlement, mechanisms in which atomic hydrogen generated at
the cathode diffuses into the metal lattice and causes brittle fracture at stress
concentrations well below the material’s nominal yield strength. This mechanism
has contributed to catastrophic failures in downhole tubing, wellheads, and high-
pressure pipeline systems in sour service environments.

The classical electrochemical explanation for SRB-accelerated corrosion, the
cathodic depolarization theory proposed by von Wolzogen Kiihr and van der
Vlugt in the 1930s, stated that SRB consume the atomic hydrogen that would
otherwise accumulate at the cathode and slow the corrosion reaction. By
consuming this hydrogen, SRB depolarize the cathodic surface and allow
corrosion to continue at an elevated rate. While this mechanism remains
conceptually useful, more recent research has expanded the picture
considerably. Direct electron uptake from the metal surface, extracellular
electron transfer, and the formation of conductive iron sulfide networks within
the biofilm are all now recognized as contributing mechanisms in anaerobic MIC
(Hamilton, 2003).

5.2 Acid-Producing Microorganisms

Acid-producing bacteria generate corrosive conditions through organic and
inorganic acid production rather than sulfide generation. This category includes
a diverse range of fermentative organisms that produce acetic acid, formic acid,
butyric acid, and other short-chain organic acids as metabolic byproducts. While
each acid is relatively weak in isolation, the cumulative effect of continuous acid
production within a biofilm directly adjacent to a metal surface can maintain a
highly aggressive local pH regardless of the neutral or alkaline bulk fluid
chemistry.

The most consequential acid-producing process in infrastructure engineering is
biological sulfuric acid generation, carried out by sulfur-oxidizing bacteria in
aerobic wastewater environments. In sewer systems, the metabolic cycle begins
with anaerobic SRB generating hydrogen sulfide in the flowing wastewater or
sediment layer (see Figure 7). This gas migrates into the headspace above the
waterline, where it contacts the moist concrete surface of the sewer crown.
Thiobacillus thiooxidans and related SOB, which are capable of growth at pH values
below 1.0, colonize this surface and oxidize the hydrogen sulfide to sulfuric acid.
The acid attacks calcium silicate hydrates and calcium aluminate hydrates in the
cement matrix, progressively converting the concrete to a soft, powdery gypsum-
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like mass with virtually no structural integrity. In the most aggressive
environments, sewer crowns have been observed losing several millimeters of
concrete per year, leading to structural collapse within the design service life of
the infrastructure (U.S. EPA, 2002).
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H,S +20, ———— H,S0,
ey Corroded
{Z)Area

Abiotic corrosion

_y
—_

ALiquid-gas interface

H,SO,

phase

Pl

Gas

Liquid and Solid
phase

SOB: Sulphur oxidizing bacteria
Sludge  SRB: Sulphur reducing bacteria

Figure 7: Schematic representation of the corrosion process within a sewer. Sulfate-reducing bacteria (SRB)
produce hydrogen sulfide (H,S) in the liquid phase, which escapes to the gas phase. Sulfur-oxidizing
bacteria (SOB) convert H,S into sulfuric acid, causing pipe corrosion.

Credit: Tasadugq et al., 2025.

5.3 Anaerobic Corrosion Environments

Anaerobic conditions are not inherently prerequisite for MIC to occur, but many
of the most severe MIC environments share the characteristic of oxygen
depletion, either in the bulk environment or within the biofilm interior. Oxygen-
depleted zones concentrate the activity of the most aggressive MIC organisms,
particularly SRB, while simultaneously creating the differential aeration cells that
drive localized electrochemical attack.

Buried pipelines represent a classic anaerobic MIC environment. Soil
anaerobiosis develops when microbial oxygen consumption in the surrounding
soil exceeds the rate of oxygen diffusion from the atmosphere, a condition
common in clay-rich, waterlogged, or organically rich soils. External SRB
colonization of pipeline surfaces in anaerobic soils has caused numerous severe
failures across multiple continents and sectors (see Figure 8). This is due to the
coating holidays in clay-rich or waterlogged soils that allow SRB direct access to
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bare steel, and the resulting localized pitting can penetrate full pipe wall
thickness within a few years under aggressive biological conditions
(Javaherdashti, 2008; Little & Lee, 2009). Cathodic protection provides a degree of
mitigation in these environments, but if coating defects allow biofilm to establish
at the bare metal surface, the interaction between cathodic protection current
and SRB metabolism creates additional complexity that requires careful
engineering analysis.

Figure 8: Large pits and perforations were seen on the surface of a steel pipe elbow.
Credit: Kiani et al., 2019.

Oil and gas produced water systems routinely encounter sulfate-rich formation
waters under anaerobic conditions, creating near-ideal SRB growth
environments. Water accumulation at low points in gathering pipelines creates
persistent anaerobic pockets, and the produced water itself may contain
abundant sulfate from geological sources. Documented SRB-related internal
pitting failures in Gulf of Mexico and North Sea pipeline systems have cost
operators substantial remediation expenditure and, in some cases, triggered
regulatory inspection programs for entire pipeline networks.

5.4 Diagnosis of SRB and Acid-Producing Corrosion

Distinguishing MIC-related pitting from abiotic localized corrosion during failure
investigation requires evidence beyond the corrosion morphology itself. The
presence of black iron sulfide corrosion products in pit interiors is a strong
indicator of SRB activity, though iron sulfide can form through purely chemical
reactions in sour environments without biological involvement.

Microbiological culturing of samples taken from pit surfaces, corrosion products,
and adjacent biofilm provides more direct evidence of SRB presence, though
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culture methods notoriously undercount viable populations because many
organisms do not grow well under laboratory conditions. Molecular techniques,
including quantitative polymerase chain reaction (QPCR) analysis targeting SRB-
specific genetic markers, provide a more sensitive and accurate assessment of
microbial populations and are increasingly used in engineering investigation
protocols for suspected MIC failures.

A comprehensive MIC failure investigation typically combines metallurgical
examination of the corroded surface, microbiological sampling and analysis,
water chemistry assessment, and a review of operational history for conditions
that would promote biofilm development. The combination of evidence from
multiple analytical approaches provides much stronger grounds for MIC
attribution than any single test in isolation.

5.5 Electrical MIC and Direct Electron Transfer

A significant development in the understanding of anaerobic MIC has been the
recognition that certain microorganisms can extract electrons directly from
metallic iron without the intermediate production of hydrogen or the
involvement of corrosive metabolites at all. This mechanism, variously termed
electrical MIC (EMIC) or extracellular electron transfer, involves organisms that
are capable of using the metal surface itself as an electron donor in their
respiratory metabolism. Rather than consuming a dissolved substrate, these
electroactive organisms oxidize iron directly at the metal surface and transfer the
electrons to their metabolic electron transport chain through conductive protein
filaments, iron sulfide conductive networks within the biofilm, or direct
enzymatic contact with the metal surface.

The engineering implication of EMIC is significant. Corrosion rates associated
with direct electron transfer can substantially exceed those predicted by classical
cathodic depolarization models. This would potentially explain some of the
extremely rapid wall penetration rates observed in SRB-related pipeline failures
where the observed damage far exceeded what abiotic hydrogen sulfide attack
alone would produce. It has been shown that the corrosion rates in EMIC-active
systems were an order of magnitude higher than in systems where SRB were
active but direct contact with the metal was precluded (Javaherdashti, 2008).
While this remains an active area of research, and the relative contribution of
EMIC versus other SRB mechanisms varies by system, it provides an important
caution against assuming that any single mechanism fully accounts for the
corrosion observed in anaerobic MIC environments.
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From a practical standpoint, EMIC mechanisms are particularly relevant in
systems where the biofilm is directly attached to the metal surface with intimate
contact, as opposed to systems where the biofilm is separated from the metal by a
coating, scale, or thick deposit layer. This distinction reinforces the importance of
coating integrity and the management of deposit formation as primary MIC
prevention measures in anaerobic environments.
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CHAPTER 6

MIC in Water, Wastewater, and Building Systems

6.1 Water Distribution Systems

Municipal water distribution systems are often assumed to be relatively clean
environments because treated water contains chlorine or chloramine
disinfectants. In practice, most distribution systems still harbor some level of
microbial activity, and under the right conditions, biofilm communities capable
of driving MIC develop even in compliant systems. As water travels through an
extensive distribution network, residual disinfectant decays, temperatures rise
during warm months, and organic carbon accumulates. In hydraulic dead zones,
oversized pipe sections, and storage tank inlets, water age can become high
enough to allow substantial biofilm growth before water reaches the end user.
The resulting biofilm communities on iron or ductile iron pipe walls can produce
tuberculation, a characteristic mound-like corrosion deposit that contains iron
oxides, iron bacteria, and embedded anaerobic organisms (American Water
Works Association, 2012; see Figure 9).

Figure 9: Heavily corroded internal surface of cast iron pipe used in drinking water distribution systems.
(a) Pipe cross section, (b) tubercle. Credit: Mi et al., 2015

Tuberculation illustrates how infrastructure geometry interacts with microbial
activity. As tubercles grow, they restrict flow area and increase head loss (see
Figure 9 (b)). More significantly, the oxygen-depleted zone directly beneath each
tubercle becomes anodic, concentrating corrosion at exactly the points where the
deposit has formed. Older cast iron mains in many US cities exhibit severe
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tuberculation that has measurably reduced hydraulic capacity and produced
localized pipe wall losses far exceeding the original corrosion allowance. The
corrosion is not always immediately visible from the outside because the external
pipe surface may remain intact while the internal wall progressively thins.

Fire protection systems deserve specific attention because they represent one of
the highest-risk MIC environments in building infrastructure. Wet-pipe sprinkler
systems, standpipes, and fire suppression loops often sit filled with stagnant
water for years between tests, receiving no regular flow and no disinfectant
replenishment. Oxygen is gradually depleted, iron bacteria colonize the surfaces,
and SRB establish in the oxygen-depleted lower reaches of the system. The result
is pinhole leaks, sludge accumulation, and flow blockage in sprinkler heads that
may go undetected until a fire event reveals that the system no longer functions
as designed. NACE International (2016) provides specific guidance on MIC
assessment in fire protection systems, recognizing the sector as a priority
application.

6.2 Wastewater Infrastructure

Wastewater systems are among the most biologically aggressive environments in
civil engineering. The combination of abundant organic matter, sulfate from
household and industrial sources, warm temperatures, and alternating aerobic
and anaerobic conditions creates near-ideal conditions for the sulfur-cycling
microbial communities responsible for concrete crown corrosion and metal
fitting deterioration.

The sulfur cycle in a gravity sewer operates as follows:

e Sulfate in the wastewater is reduced to hydrogen sulfide by SRB in the
anaerobic portions of the flow, particularly in force main outlets,
sedimented inverts, and stagnant wet wells.

e The hydrogen sulfide gas partitions into the sewer headspace, where it
contacts the moist concrete crown surface above the waterline.

e SOB growing on that surface oxidize the gas to sulfuric acid at
concentrations that can reduce the surface pH to below 2.0. At this pH, the
calcium silicate and calcium aluminate compounds in ordinary Portland
cement dissolve, and the concrete effectively disintegrates from the inside
out (U.S. EPA, 2002).

The engineering consequences are severe. MIC in concrete sewers has been
documented by investigators across multiple countries and infrastructure

© Cadistics LLC Page 33



Engineering Principles of Microbially Induced Corrosion

contexts. Little and Lee (2009) report estimates that biodegradation is the primary
driver of concrete deterioration in wastewater collection and treatment systems,
with annual expenditure for replacement of manholes, wet wells, concrete pipes,
treatment facilities, and grit chambers exceeding $100 million in the United States
alone.

Force mains, which convey wastewater under pressure in a filled-pipe anaerobic
condition, are particularly susceptible to sulfide generation and to MIC on
internal metal fittings. Long force mains with high retention times allow sulfide
concentrations to build to several mg/L by the time the wastewater discharges
into a receiving manhole. The sudden aeration at the discharge point produces
intense sulfide release and acid generation at the exact location where turbulence
tends to strip any protective film from concrete and metal surfaces.

6.3 Building Mechanical Systems: HVAC and Cooling Towers

Heating, ventilation, and air conditioning systems, and particularly cooling
towers, present a distinct MIC environment characterized by warm temperatures,
circulating water, and the constant introduction of atmospheric microorganisms.
Cooling towers operate by evaporating a fraction of the circulating water to reject
heat, which concentrates dissolved minerals, nutrients, and microorganisms in
the remaining water. Without effective treatment, this concentration process
creates conditions highly favorable for biofilm development on heat exchanger
surfaces, distribution headers, and fill media.

The public health dimension of cooling tower microbiology extends beyond
corrosion. Legionella pneumophila, the organism responsible for Legionnaires
disease, grows in biofilms in cooling towers and other water systems, and can be
dispersed as infectious aerosols when the tower operates. The ASHRAE Standard
188 risk management framework, as well as various state and local regulations,
now require documented water treatment and monitoring programs for cooling
towers to reduce this risk. From a corrosion engineering standpoint, the same
biofilm control measures that suppress L. pneumophila also reduce MIC risk in the
cooling system, making the public health and infrastructure protection goals
closely aligned.

Chilled water systems and closed-loop HVAC circuits are somewhat less
vulnerable to MIC than open cooling towers because they are not continuously
exposed to atmospheric microbial introduction. However, intermittent or
seasonal systems that sit stagnant during off seasons are at risk for the same
reasons that fire protection systems are; biofilm communities develop during
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stagnation and may drive localized corrosion that only becomes apparent when
the system is returned to service.

6.4 MIC Risk Factors in Building Plumbing Systems

Building plumbing systems, including domestic hot and cold water distribution,
process water circuits, and in-building fire protection networks, present a set of
MIC risk factors somewhat different from those in large utility or industrial
infrastructure. The primary distinction is scale. Building systems are typically
smaller in diameter, have more complex geometries, and experience more
variable demand patterns than utility networks. These characteristics create
numerous stagnation zones, particularly in oversized piping in low-occupancy
commercial buildings, in seasonal facilities that are shut down for months ata
time, and in the terminal sections of large-diameter institutional distribution
systems where flow is intermittent.

The transition to newer plastic piping materials in building construction,
including cross-linked polyethylene (PEX) and chlorinated polyvinyl chloride
(CPVCQC), has reduced MIC risk for the piping itself, but metallic fittings, valves,
and heat exchangers are still used in most systems and remain vulnerable. Brass
fittings in contact with biofilm-active water can experience dezincification, a
form of selective corrosion in which zinc is preferentially removed from the brass
matrix, leaving a porous copper residue with poor mechanical properties. While
dezincification is primarily a chemical rather than a biological process, the acidic
local environment created by acid-producing bacteria in a biofilm can accelerate
its rate.

The management of L. pneumophila risk in building water systems, now a
regulatory requirement in many jurisdictions under ASHRAE Standard 188 water
management programs, has had the beneficial secondary effect of improving
overall MIC control in these systems. A water management program that
establishes effective temperature controls, maintains adequate disinfectant
residuals, identifies and flushes low-use outlets, and conducts regular system
inspections, addresses the same conditions that promote MIC biofilm
development. Buildings that have implemented ASHRAE 188-compliant programs
generally show better overall internal corrosion performance in their metallic
components than those relying on passive maintenance approaches.
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CHAPTER 7

MIC in Pipelines, Storage Tanks, and Industrial Facilities

7.1 Pipelines: Internal and External MIC

Pipelines present MIC risk on both their internal and external surfaces, and the
mechanisms differ significantly enough that they warrant separate engineering
assessment. Internal MIC develops when the transported fluid contains water,
whether as the primary product or as a contaminant, along with sufficient
nutrients and the absence of conditions that would prevent microbial growth.
External MIC develops where buried pipelines encounter anaerobic soils
containing SRB, an environment that is common in marine sediments,
waterlogged clay soils, and areas influenced by organic waste disposal.

Internal pipeline MIC is most severe in systems that carry water-contaminated
hydrocarbons or produced water. In liquid hydrocarbon pipelines, even small
quantities of water settling at low points create confined, oxygen-depleted zones
where SRB flourish. The water-hydrocarbon interface becomes a concentrated
microbial environment, and pitting corrosion can develop on the lower internal
surface of the pipe, directly beneath the water layer. In the Prudhoe Bay field in
Alaska, BP experienced severe internal corrosion on a section of the oil transit
pipeline in 2006 that resulted in a significant crude oil spill (U.S. DOT, 2007).
Investigation attributed the corrosion in part to the accumulation of produced
water in a portion of the pipeline where pigging frequency had been reduced,
creating a stagnant environment favorable for internal MIC. The incident resulted
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in pipeline shutdown, extensive inspection of adjacent sections, and regulatory
enforcement actions.

External MIC in buried pipelines interacts with the cathodic protection (CP)
system in ways that are not always straightforward to analyze. CP applies a small
protective current to the pipe surface that maintains the metal at a potential
where oxidation is suppressed. SRB in the surrounding soil, however, can
produce hydrogen sulfide that corrodes the pipe at CP holiday locations, and
some research suggests that SRB can interfere with CP effectiveness by altering
the local electrochemistry at the metal surface. Coating integrity is, therefore,
particularly important in soils with high SRB activity, as the coating is the
primary barrier between the anaerobic soil environment and the pipe steel.

7.2 Storage Tanks

Storage tanks are inherently susceptible to MIC because their design creates
several conditions favorable to microbial growth. This includes stagnant water
accumulation at the tank bottom, thermal stratification in the stored fluid, large
surfaces with minimal flow-induced shear, and sediment accumulation over
years of operation. In crude oil and fuel tanks, even small quantities of water that
separate from the product create a microbially active layer at the bottom of the
tank that can drive severe localized corrosion. Tank bottom pitting failures are a
well-documented failure mode in petroleum storage facilities, and MIC has been
identified as a contributing mechanism in many of these failures (Videla, 1996).

Water tanks and fire protection reservoirs face a different but equally significant
challenge. Unlike fuel tanks, they are intended to contain water, but if circulation
is inadequate, nutrient concentrations builds, disinfectant residuals decay, and
biofilm communities establish on internal surfaces. Elevated tanks and reservoirs
with long residence times are common sites for MIC-related internal corrosion of
steel linings and structural elements. Internal coatings in water storage tanks
require regular inspection, and AWWA standards specify coating types and
inspection frequencies specifically because coating failure creates the bare metal
surface on which MIC can initiate.

7.3 Industrial Processing Facilities

Industrial plants present a diverse array of MIC environments because they
combine process water, chemicals, heat, and complex piping geometries in
configurations that often create the stagnation and nutrient availability that favor
biofilm growth. Heat exchangers are particularly vulnerable because the
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temperature differential across the tube bundle creates thermal gradients that
can establish stratified flow, and the warm, nutrient-rich water on the cooling
side provides ideal conditions for biofilm development on tube surfaces. Even a
thin biofilm on a heat exchanger tube imposes a meaningful thermal resistance
penalty and, over time, drives localized pitting that eventually penetrates the
tube wall, contaminating the process side.

Dead legs in industrial piping systems, sections of pipe installed for future
connections or redundancy that see no regular flow, are recognized as one of the
most problematic MIC risk factors in process facilities. Dead legs accumulate
stagnant fluid, are not reliably cleaned by flushing operations, and may be
excluded from inspection programs because they are considered inactive. Best
practice in modern industrial plant design calls for identifying and minimizing
dead legs, and where they cannot be avoided, establishing regular flushing and
inspection protocols. Several industrial insurance underwriters now include dead
leg management in their corrosion control requirements for insured facilities.
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CHAPTER 8

Marine and Offshore Microbial Corrosion

8.1 The Marine Microbial Environment

Marine environments are simultaneously among the most electrochemically
aggressive and the most biologically active environments that engineered
structures encounter. Seawater contains approximately 35 g/L of dissolved salts,
predominantly sodium chloride. This gives it a high electrical conductivity that
reduces the ohmic resistance of the electrochemical corrosion cell and allows
corrosion currents to flow over relatively long distances. Dissolved oxygen in
surface seawater supports aerobic microbial communities in abundance, while
anaerobic conditions predominate in sediments and in the lower reaches of
splash zones and tidal regions. The result is that marine structures face both
aerobic surface corrosion above the waterline, and anaerobic MIC from SRB in
the submerged and buried zones simultaneously.

Seawater also contains an extraordinary diversity of microorganisms. A milliliter
of coastal seawater may contain a million or more bacterial cells, and marine
sediments are even more densely populated. Biofouling, the accumulation of
organisms on submerged surfaces, begins within hours of immersion and follows
a predictable succession. It starts with a conditioning film of organic molecules,
then bacterial colonization, then the attachment of larger organisms such as
barnacles, mussels, and algae. From a corrosion engineering perspective, the
bacterial biofilm that forms in the earliest stages of this succession is the layer
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that drives MIC, and the macro-fouling community that develops later can
complicate inspection and make coating maintenance more difficult.

8.2 MIC in Offshore Structures and Pipelines

Offshore platforms, subsea pipelines, and marine energy infrastructure face MIC
in the submerged zone, at the mud-line, and in the internal process systems. The
mud-line zone, where a pile or pipeline transitions from free-seawater exposure
to burial in marine sediment, is particularly aggressive because it combines the
high conductivity of seawater with the anaerobic SRB-rich sediment
environment. Cathodic protection systems are designed with this zone in mind,
but coating defects and anode depletion at mid-life can expose bare metal to
conditions where both abiotic and microbial corrosion are operating
simultaneously.

Subsea flowlines in oil and gas fields face internal MIC risk comparable to their
onshore counterparts, with the additional complication that inspection access is
extremely limited and intervention is costly. Documented MIC failures in North
Sea subsea pipelines during the 1980s and 1990s prompted NACE International to
develop specific guidance on biocide injection strategies and programs for
internally coated subsea lines. The lessons from these failures have been
incorporated into modern subsea integrity management frameworks, though the
basic vulnerability persists wherever produced water is present in an oxygen-
depleted flow regime.

8.3 Concrete and Structural Steel in Marine Applications

Marine concrete structures, including piers, seawalls, jetties, and offshore
platform jacket legs, are vulnerable to a combination of chloride-driven
reinforcement corrosion and biologically influenced concrete degradation. The
tidal and splash zones of concrete structures experience periodic wetting and
drying that drives chloride penetration, and the warm, biologically rich
conditions in tropical and subtropical coastal environments accelerate biofilm
colonization of concrete surfaces. Certain marine organisms, including sulfate-
reducing bacteria in anaerobic sediment pockets adjacent to concrete surfaces,
can generate acidic conditions locally that accelerate deterioration of the
concrete matrix.

Structural steel in marine applications relies on coatings, cathodic protection,
and corrosion allowances as the primary defense against deterioration. MIC
complicates this because biofilm can establish beneath coating holidays and
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drive pitting in locations where CP current is shielded from the metal surface by
the biofilm deposit. Inspection programs for marine steel structures, that include
biological sampling alongside conventional thickness measurements and
potential surveys, provide a more complete assessment of degradation risk than
electrochemical methods alone.

8.4 Cathodic Protection and MIC in Marine Systems

Impressed current cathodic protection (ICCP) and sacrificial anode cathodic
protection (SACP) systems are standard components of corrosion management
programs for marine structures and offshore pipelines. Their interaction with
MIC environments in seawater and marine sediment introduces considerations
beyond those addressed in terrestrial CP applications. At protected potentials, the
cathodic reduction reactions at the metal surface consume oxygen and produce
hydroxyl ions, raising the local pH immediately adjacent to the metal. This
alkaline micro-environment suppresses many aerobic MIC organisms but does
not necessarily inhibit anaerobic SRB deeper in the sediment, where CP current
density may be insufficient to maintain the full protective potential due to
current shielding by overlying sediment and biofilm layers.

Disbonded coatings on marine pipelines create particularly problematic
conditions for CP effectiveness in MIC environments. When a coating disbonds
from the pipe surface, the gap between the coating and the metal traps water and
sediment in an oxygen-depleted space where CP current cannot penetrate
effectively. SRB colonize this shielded space, and can drive severe under-film
pitting corrosion at rates that the CP system is unable to arrest because the
protective current literally cannot reach the metal through the insulating
disbonded coating. This failure mode, sometimes called shielded corrosion or CP
shielding, has been responsible for significant pipeline integrity incidents. Itis a
primary driver of the increasing use of high-resolution inline inspection tools
capable of detecting coating disbondment before it leads to pitting penetration.

Marine structures in the tidal and splash zone present a particularly challenging
CP design problem. This is because the alternating wet and dry conditions mean
the structure is cathodically protected during immersion but unprotected during
air exposure. Coatings are the primary protection strategy in this zone,
supplemented by CP for any periods of immersion. Where coatings deteriorate,
the biological community in the splash zone, which includes a diverse aerobic
corrosion-relevant community adapted to the wet-dry cycle, can drive localized
attack at coating defects. Regular inspection and coating maintenance in the
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splash zone are more critical to long-term structural integrity than the CP system
design, which cannot compensate for extensive coating failures in this zone.
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CHAPTER9

Materials Selection, Inspection, and Monitoring

9.1 Materials Selection for MIC Resistance

Materials selection for environments where MIC risk is significant requires
consideration of both conventional electrochemical corrosion resistance and
susceptibility to biological attack. These two criteria do not always point toward
the same material choice. Table 3 shows the general MIC susceptibility ratings by
material by the environment.

Table 3: Materials Susceptibility to MIC by Environment.

Material Water Wastewater / Marine 0il & Gas

Distribution Sewer Produced
Water

Carbon steel High High High High

Cast / ductile iron High High High Moderate
(tuberculation)

Austenitic stainless | Moderate (pitting | Moderate Moderate Moderate

steel (304/316) risk)

Copper alloys Low to moderate Moderate Moderate Low

Reinforced concrete | Low (unless High (crown Moderate Low
cracked) corrosion)

HDPE / polymeric Negligible Low Low Low

Note: Ratings reflect typical conditions and should not substitute for site-specific assessment.

Austenitic stainless steels, such as 316L and 304, perform reliably in many
chemically aggressive environments but have experienced MIC pitting failures in
cooling water systems and fire protection piping where biofilm was allowed to
establish. The passive film that provides stainless steel its corrosion resistance
can be locally destabilized by sulfide compounds and acidic metabolites
produced within the biofilm interior, creating pitting initiation sites that then
propagate by conventional electrochemical mechanisms (Little & Lee, 2007).

Carbon steel and ductile iron are the most widely used materials in water
distribution and pipeline infrastructure, and their susceptibility to MIC is well
established. Design specifications for these materials in MIC-prone environments
typically include corrosion allowances, internal lining requirements, and
cathodic protection provisions. However, the adequacy of these provisions
depends on assuming a baseline corrosion rate that may be exceeded if biofilm
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activity is more aggressive than anticipated. Copper alloys are generally more
resistant to MIC than ferrous metals in potable water applications because copper
ions have inherent antimicrobial properties, but they are not immune. Certain
SRB-dominated biofilms have been associated with pitting of copper distribution
piping in poorly maintained systems.

High-density polyethylene (HDPE) and other polymeric pipe materials are not
susceptible to electrochemical corrosion, but they can experience biofouling.
Microorganisms colonizing their surfaces may contribute to degradation of
rubber gaskets, lubricants, and other organic components within the system. The
choice of HDPE for aggressive MIC environments may eliminates the primary
corrosion mechanism while introducing a different set of material performance
considerations.

9.2 Inspection Technologies for MIC Detection

Detecting MIC requires a combination of physical inspection for corrosion
damage, microbiological sampling to confirm biological involvement, and
analytical chemistry to characterize the corrosive environment. No single
inspection method provides definitive MIC diagnosis on its own; the evidence
from multiple approaches must be assembled to support a reliable conclusion.

Internal pipe inspection tools, commonly called inline inspection tools or smart
pipe inspection gauges (PIGs), use magnetic flux leakage or ultrasonic
measurement to detect wall thinning and pitting from within a flowing pipeline
(see Figure 10). These tools can identify localized pitting consistent with MIC, but
they cannot distinguish biologically driven pitting from abiotic localized
corrosion based on geometry alone. The distribution pattern of pitting, its
location relative to low points where water might accumulate, and the
morphology of the pit interior during excavation and visual examination provide
additional diagnostic context.

Ultrasonic thickness testing (UTT) applied from the external surface is widely
used for tanks, vessels, and accessible piping sections. It is particularly valuable
for tracking the rate of wall loss over time, which can indicate whether corrosion
is progressing at a rate consistent with conventional corrosion assumptions or
substantially faster; a pattern that warrants investigation for biological
involvement. Guided wave ultrasonic testing allows screening of longer pipeline
sections from a single transducer location, making it useful for prioritizing which
sections warrant more detailed intrusive inspection.

© Cadistics LLC Page 44



Engineering Principles of Microbially Induced Corrosion

‘

Figure 10: Smart Pipe Inspection Gauge (PIG).
Credit: John & Mubarak, 2022

Microbiological sampling provides the most direct evidence of MIC involvement.
Swab samples, coupon samples, and biofilm scraped from internal surfaces can
be analyzed by conventional culture methods or, more reliably, by molecular
techniques including qPCR and next-generation sequencing. These molecular
approaches can identify specific organisms and quantify their relative abundance
without requiring laboratory culture, which has historically underrepresented
slow-growing or obligate anaerobe populations. Water samples provide
information about planktonic populations, however, they are poor indicators of
biofilm activity; surface samples are always preferable for MIC investigation.

9.3 Corrosion Monitoring Programs

Ongoing corrosion monitoring programs in MIC-susceptible infrastructure
typically combine periodic inspection with continuous or semi-continuous
measurement of parameters indicative of corrosion activity. Corrosion coupons,
small metal samples installed in bypass flow loops or directly in the process
stream (see Figure 11), provide a direct measure of weight loss over the exposure
period. They can be submitted for microbiological and metallurgical analysis at
the end of each exposure interval. Electrochemical noise monitoring and linear
polarization resistance (LPR) probes provide real-time corrosion rate data
without requiring coupon removal, though interpreting these signals in
biologically active environments requires some care because biofilm impedance
can interfere with standard electrochemical measurements.
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Figure 11: Close-up of the corroded coupon covered with biofilm and corrosion products (a), and surface of
the cleaned coupon (b). Credit: Chatterjee et al., 2021

In water distribution systems, residual disinfectant monitoring at representative
points throughout the network serves as a proxy for biofilm control effectiveness.
Where residuals decay faster than the hydraulic model predicts, elevated biofilm
oxygen demand is a plausible explanation, and targeted inspection of those
segments may reveal active MIC. Turbidity spikes and water color complaints
from distribution system users are additional indicators of biological activity that
warrant investigation.

9.4 Microbiological Sampling Protocols for MIC Investigation

Effective microbiological sampling in a MIC investigation requires more care
than simply collecting a water sample and sending it to a laboratory. The
organisms most relevant to MIC, including obligate anaerobes such as SRB, are
sensitive to oxygen exposure and can lose viability within minutes of being
removed from an anaerobic environment. Water samples collected in standard
laboratory bottles and shipped without special precautions may significantly
undercount anaerobic populations, leading to a false conclusion that SRB are
absent or insignificant.

Best practice for SRB sampling involves collecting samples directly into
anaerobic culture media or oxygen-scavenging transport media using pre-
reduced sample vials or syringes purged with nitrogen gas. For surface sampling,
swabs or scrapers used to collect biofilm from a pipe interior should be
immediately transferred to pre-reduced transport medium. For pipeline systems,
samples collected immediately downstream of a PIG run, which displaces and
mixes internal biofilm and deposits, can provide more representative biological
information than samples from flowing sections where biofilm organisms are not
well represented in the bulk water.
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Molecular methods have largely supplanted culture-based methods in research,
and they are increasingly being adopted in engineering practice. Quantitative
PCR targeting the dsrB gene, which encodes a key enzyme in the sulfate reduction
pathway, provides a direct measure of SRB genetic material in the sample
regardless of whether the organisms are viable under culture conditions. This
method can detect SRB at concentrations of a few hundred cells per milliliter of
water or per square centimeter of surface area, well below the sensitivity of most
culture methods. Next-generation sequencing of the 16S ribosomal RNA gene
allows the complete microbial community to be characterized from a single
sample, identifying all organism groups present and their relative abundance.
These data support a more complete picture of MIC risk than SRB-focused testing
alone, because the presence of SOB, IOB, or APB alongside SRB suggests an active
sulfur cycle capable of producing both sulfide and acid attack simultaneously.
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CHAPTER 10

Protective Systems, Chemical Treatment, and Operational
Mitigation

10.1 Protective Coatings and Linings

Coatings and internal linings are the first line of defense against MIC in most
infrastructure systems, providing a physical barrier between the metal surface
and the biological environment. Their effectiveness in MIC control depends on
barrier integrity. A coating with a single holiday, an adhesion failure zone, or a
mechanical defect provides an attachment site for biofilm that is then shielded
from biocide treatment by the surrounding intact coating. The metal beneath that
holiday is exposed to the concentrated metabolic products of the biofilm, without
any of the protective treatment chemistry that might otherwise suppress
microbial activity. This is why coating specification and quality assurance during
application are so important in MIC-susceptible environments, arguably more so
than in environments where corrosion is primarily uniform.

Fusion-bonded epoxy (FBE) coatings are widely specified for internal protection
of water and gas distribution pipelines. This is because they provide a
continuous, chemically resistant barrier with good adhesion to steel surfaces and
minimal porosity when applied under proper conditions. Cement mortar lining is
the traditional choice for ductile iron water main, providing a passive alkaline
environment at the pipe surface that suppresses many corrosion mechanisms
including MIC. The alkaline pH maintained by the cement tends to inhibit SRB
activity, though in severely aggressive environments, the buffering capacity of
the lining can be exhausted over time, particularly in soft, low-alkalinity water
that provides little additional buffering.

Antimicrobial coatings represent a more recent approach that incorporates
biocidal compounds, typically silver ions, copper compounds, or quaternary
ammonium biocides, directly into the coating matrix. These compounds are
released gradually at the coating surface, maintaining a localized biocidal effect
that suppresses biofilm attachment. The approach is well established in marine
antifouling coatings and is being evaluated for water infrastructure and industrial
applications. The challenge is ensuring that the biocide release rate remains
effective over the intended service life while staying within regulatory limits for
the water chemistry parameters the coating is intended to protect.
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10.2 Cathodic Protection in MIC Environments

Cathodic protection (CP) reduces corrosion by supplying electrons to the
protected metal surface, raising the metal potential to a range where anodic
dissolution is suppressed. For buried pipelines and marine structures, CP is a
well-established and effective tool, but its interaction with MIC environments
introduces complications that engineers need to understand.

SRB in anaerobic soils can continue to generate hydrogen sulfide even when the
adjacent metal is cathodically protected. This is because the biological sulfur
reduction process is driven by bacterial metabolism rather than by the metal
potential. If the CP current is sufficient to maintain protection at the metal
surface beneath a developing biofilm, protection is preserved. If the biofilm or a
coating defect allows the SRB to establish directly at the metal surface, the local
chemistry may vary sufficiently from the bulk soil conditions that conventional
CP design criteria do not ensure protection.

Overprotection, maintaining a cathodic potential more negative than necessary,
can also exacerbate hydrogen-related damage mechanisms in high-strength
steels. They can also produce alkaline conditions at the metal surface that
potentially influence microbial community composition. Modern CP design for
environments with known SRB activity accounts for these considerations and
may specify more frequent potential surveys, targeted biofilm sampling at
representative test points, and more frequent coupon evaluation to confirm that
the combined protection system is achieving its intended performance.

10.3 Biocides and Chemical Treatment

Biocide treatment programs are widely used in cooling water systems, oil and gas
production systems, and water distribution networks to control microbial
populations and suppress biofilm growth. Biocides fall into two principal
categories:

e Oxidizing biocides, which include chlorine, chloramine, chlorine dioxide,
hydrogen peroxide, and ozone.

e Non-oxidizing biocides, which include quaternary ammonium compounds,
glutaraldehyde, isothiazolinone compounds, and tributyltin compounds
(where permitted).

The two categories are typically used in combination, with the oxidizing biocide
providing rapid broad-spectrum kill and the non-oxidizing biocide penetrating
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biofilm structure to address the more protected populations within the EPS
matrix.

The central challenge in biocide program design for MIC control is that mature
biofilms are substantially more resistant to biocides than planktonic cultures of
the same organisms. The EPS matrix retards biocide diffusion into the biofilm
interior, the high local density of organisms creates high biocide demand, and
organisms in the deepest biofilm layers may exist in metabolically dormant states
that are intrinsically resistant to oxidative attack. A biocide dose that achieves
99% kill of planktonic SRB in a laboratory test, may achieve only 50% to 70% kill
within a mature pipeline biofilm, leaving a substantial surviving population
capable of recolonizing the system after treatment ends. This reality explains why
shock treatment with high biocide doses, followed by regular maintenance doses,
is generally more effective than continuous low-level dosing for biofilm-
established systems.

Dispersants and biofilm-penetrating agents are often used in conjunction with
biocides to improve penetration and remove dislodged biofilm fragments before
they settle and re-establish in a downstream location. Physical cleaning methods,
including high-velocity flushing, pigging, and foam cleaning, are particularly
effective at removing bulk biofilm deposits in pipeline systems and should
typically precede or accompany chemical treatment programs rather than being
used as alternatives to them.

10.4 Operational Mitigation Strategies

Operational controls are often the most cost-effective MIC mitigation measures
available, and they should be considered during system design rather than
retrofitted after problems develop. Maintaining minimum flow velocities above
the threshold for biofilm establishment, typically around 0.3 to 0.6 m/s (1 to 2 ft/s)
in water systems, prevents the stagnation conditions that allow organisms to
attach and grow. Designing systems to eliminate or minimize dead legs removes
the most vulnerable locations from the start. Where dead legs are unavoidable,
regular flushing schedules and inspection protocols maintain awareness of their
condition.

Temperature management is relevant in HVAC and cooling water applications.
Maintaining cold water return temperatures below the growth optimum for
Legionella (below 20°C or 68°F), and hot water system temperatures above the
inactivation threshold (above 60°C or 140°F), suppresses the organisms of greatest
public health concern while also reducing MIC risk from mesophilic SRB
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populations. In industrial systems where temperature control is not feasible,
increased inspection frequency and more aggressive biocide programs substitute
for environmental control.

The importance of maintaining accurate operational records cannot be
overstated. MIC failures frequently occur in systems where the flow history,
treatment records, and inspection results are incomplete or poorly documented,
making it impossible to reconstruct the conditions that allowed biological
deterioration to progress to failure. Asset integrity management programs that
maintain longitudinal data on corrosion monitoring results, water chemistry,
biocide dosing, and inspection findings provide the foundation for recognizing
deterioration trends before they reach the failure threshold.

10.5 Integrated Mitigation Programs and Program Evaluation

Effective MIC control in most infrastructure systems requires an integrated
program that combines multiple mitigation strategies rather than relying on any
single approach. For example, chemical treatment suppresses planktonic and
some biofilm populations but does not address the structural conditions that
allow biofilm to establish. Coatings provide a barrier but degrade over time, and a
coating with holidays provides no protection at these points without
supplementary cathodic protection or biocide treatment. Operational controls
reduce stagnation, and nutrient accumulation but may be constrained by system
demand requirements. The engineering task is to design a combination of
measures that collectively provides adequate protection throughout the intended
service life of the asset, accounting for the anticipated degradation of each
individual measure over time.

Program evaluation is a critical but often neglected component of MIC
management. A biocide dosing program, a coating specification, or a cathodic
protection system that was adequate when installed may become insufficient as
the infrastructure ages, as the operating environment changes, or as the
microbial community adapts. Regular evaluation of program effectiveness,
through corrosion coupon weight loss data, inspection findings, and periodic
microbiological testing, allows engineers to detect declining effectiveness before
it leads to accelerated corrosion. Where the monitoring data indicate that the
program is no longer achieving its intended performance, modification or
supplementation of the mitigation approach is warranted before damage
accumulates.
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Documentation of mitigation program activities, inspection findings, and
corrosion monitoring data over the full asset lifecycle creates a longitudinal
record that is invaluable for engineering analysis and for demonstrating
regulatory compliance. Many MIC failures that could have been prevented
involved systems where adequate data existed to identify the developing
problem, but they were not reviewed systematically or were not connected to a
decision-making process that could initiate corrective action in time. Building the
organizational processes for regular data review and action into the asset
management program is as important as the technical content of the mitigation
measures themselves.
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CHAPTER 11

Lifecycle Engineering, Risk Assessment, and Emerging
Technologies

11.1 Lifecycle Engineering and MIC Risk

MIC is fundamentally a lifecycle problem. The deterioration it causes typically
takes months to years to develop from initial biofilm establishment to detectable
wall loss. By the time failure occurs, the biological and environmental conditions
that created the problem may have changed substantially. Engineers who manage
infrastructure through its full operational life, rather than at design and
installation only, are in the best position to detect MIC trends early and intervene
before the damage crosses the threshold of structural significance.

Lifecycle engineering for MIC-susceptible infrastructure involves three core
elements:

e Risk assessment to identify which assets and asset segments face the
greatest MIC exposure.

¢ Baseline and monitoring programs to track corrosion development over
time.

e Consequence analysis to prioritize inspection and maintenance resources
toward the failures that would be most damaging in terms of safety,
environmental impact, and service disruption.

This is essentially the framework of risk-based inspection (RBI), which has been
formalized in API Recommended Practice 580 and related guidance documents
for the oil and gas sector and is increasingly being applied in water and
wastewater utility management (Javaherdashti, 2008).

A MIC risk assessment begins with characterizing the likelihood of biological
colonization in each asset segment. Key factors include operating temperature,
flow velocity, water chemistry, the presence of nutrients and sulfate, and the
history of microbiological detection in the system. Assets with high likelihood
scores, combined with high consequence scores based on their criticality and
failure impact, receive the most intensive monitoring and the most frequent
inspection. Assets with low likelihood and low consequence may be adequately
managed by periodic inspection without dedicated MIC monitoring. The value of
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this risk stratification is that it allows limited inspection and maintenance
budgets to be directed where the benefit is greatest.

11.2 Predictive Maintenance and Digital Approaches

The transition from reactive maintenance, repairing failures after they occur,
toward predictive maintenance, intervening based on detected deterioration
trends before failure, represents one of the most significant shifts in
infrastructure management practice over the past two decades. For MIC
specifically, predictive approaches are attractive because the biological and
electrochemical processes involved give observable signals, in the form of
corrosion rate measurements, biofilm detection, and water chemistry trends, that
can be tracked over time and projected into future condition estimates.

Corrosion monitoring data, when accumulated over multiple inspection cycles,
allows statistical modeling of wall loss rates at specific locations. Where wall loss
is accelerating relative to the baseline rate, early investigation is warranted.
Where it is decelerating, perhaps because treatment or operational changes have
been effective, the monitoring interval can be extended. This kind of data-driven
decision making is qualitatively different from the time-based inspection
schedules that still dominate much of the infrastructure sector, and it generally
provides better safety assurance at lower total cost.

Digital twin models, computational representations of physical infrastructure
systems that are updated with real-time sensor data, are beginning to be applied
in MIC management contexts. A pipeline digital twin that incorporates flow
conditions, temperature profiles, water chemistry, and historical inspection
results can be used to predict where MIC is most likely to be active, and what the
wall loss rate is likely to be over the next inspection interval. This allows
inspection resources to be targeted at the highest-risk locations rather than
distributed uniformly across the asset. Several large pipeline operators in North
America and Europe have begun deploying early versions of this approach, and
the technology is advancing rapidly.

11.3 Emerging Technologies in MIC Detection and Control

Molecular biology has transformed the capacity to characterize microbial
populations in engineering environments. Next-generation sequencing (NGS)
techniques can profile the entire microbial community in a biofilm or water
sample from a few milliliters of collected material, providing a detailed inventory
of which organisms are present and in what relative abundance. This replaces the
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decades-old culture method, which required that organisms survive laboratory
conditions in order to be counted, with a method that detects genetic material
directly. In an MIC investigation context, NGS can identify the presence of SRB,
SOB, and other corrosion-relevant organisms even when their populations are
sparse or dominated by non-culturable strains. The technology is becoming more
accessible as the cost of sequencing continues to fall, and it is beginning to be
incorporated into routine monitoring programs for high-value or high-risk
infrastructure systems.

Electrochemical noise monitoring and fiber optic corrosion sensors are extending
continuous real-time corrosion monitoring capability to locations that were
previously only accessible by periodic inspection. Electrochemical noise sensors
detect the current and voltage fluctuations associated with active corrosion
events, including the episodic pitting events characteristic of MIC. Fiber optic
distributed sensing systems can measure temperature and strain along the entire
length of a pipeline from a single measurement point, identifying temperature
anomalies that may indicate microbial hot spots or the early stages of a leak. As
sensor costs decrease and wireless data transmission infrastructure becomes
more widespread, the density of real-time monitoring on critical infrastructure is
increasing substantially.

Biologically inspired antifouling technologies represent a longer-term research
direction with potential implications for MIC control. Natural marine organisms,
including certain species of sea squirts, bryozoans, and corals, maintain biofilm-
free surfaces in biologically rich marine environments through surface
microstructure and the local release of natural antifouling compounds.
Researchers are developing synthetic analogues to these natural surface
properties, such as textured polymer coatings that mechanically discourage cell
attachment, and coating matrices that release natural antimicrobial compounds
at controlled rates without the environmental persistence concerns associated
with traditional biocides. Several of these approaches have progressed from
laboratory demonstration to field trials in marine and industrial applications.

Table 4 below includes some of the emerging MIC monitoring and control
technologies, their engineering applications, and current deployment status.
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Table 4: Emerging MIC Monitoring and Control Technologies.

water samples

Technology Application Current Status
Next-generation DNA | Microbial community Commercially available; increasingly
sequencing (NGS) profiling from biofilm and used in failure investigation and

monitoring

Electrochemical noise
monitoring

Real-time detection of pitting
events in pipelines and
vessels

Field-deployed in high-value industrial
applications; interpretation protocols
developing

Digital twin modeling

Predictive corrosion
modeling combining
operational data with
inspection history

Deployed by leading pipeline
operators; widespread adoption
expected within 5 years

Inline inspection
robotics

High-resolution inspection
of pipelines and tanks in
difficult-access
environments

Commercially deployed in pipeline
and tank inspection; capabilities
expanding rapidly

Antimicrobial coating
systems

Prevention of biofilm
attachment in water and
marine infrastructure

Established in marine antifouling; field
trials in water infrastructure ongoing

Distributed fiber optic
sensing

Continuous temperature and
strain monitoring along
pipeline length

Deployed on some high-consequence
pipelines; cost barriers limiting
broader adoption

11.4 The Engineer’s Evolving Role in MIC Management

The broader lesson that MIC engineering teaches is one about the limits of design-
phase decision making. Infrastructure placed in service does not enter a static
chemical and biological environment; it enters a living one that evolves over
months and years in response to operational changes, aging, and external
conditions. A pipeline that meets all specifications at commissioning can develop
active MIC within a decade if operational conditions shift in ways that were not
anticipated during design. Managing this reality requires engineers who maintain
engagement with their infrastructure throughout its operational life, not only at
design and installation.

The tools available for that ongoing engagement are improving rapidly. Real-time
sensors, molecular biology, and predictive modeling are giving engineers
unprecedented visibility into what is happening inside buried pipes, submerged
structures, and sealed industrial systems. The challenge is translating that
visibility into effective intervention decisions, which requires the integrated
understanding of corrosion science, microbiology, and infrastructure
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engineering that this course has aimed to provide. MIC management is, at its
core, a systems engineering problem, and systems-level thinking applied
consistently over the asset lifecycle is the most effective response to it.

11.5 Economic Justification for MIC Management Investment

One of the practical challenges in MIC management is making the economic case
for proactive investment in monitoring, mitigation, and inspection programs
when the alternative, reactive maintenance, has a lower immediate cost even if a
higher lifecycle cost. Infrastructure owners with constrained capital budgets
often defer proactive corrosion management in favor of more immediately visible
expenditures, accepting the risk of more costly emergency repairs and asset
replacement in future budget cycles. Demonstrating the economic return on MIC
management investment requires quantifying both the cost of failures that are
prevented and the cost of the management program itself.

Failure cost analysis for MIC events typically includes direct repair or
replacement costs, indirect costs from service interruption or production
downtime, environmental remediation if the failure involves a release, regulatory
penalty risk, and the cost of emergency response. For high-consequence
infrastructure such as large-diameter transmission mains, major pipeline
systems, or industrial processing equipment with significant downstream
dependencies, even a single prevented failure, can exceed the cost of a multi-year
monitoring program. The NACE International cost study (Koch et al., 2002)
estimated that optimally applying currently available corrosion control
technologies could reduce the annual cost of corrosion in the United States by
25% to 30%, implying a potential saving of $70 billion or more annually. While
not all of this saving is attributable specifically to MIC, it reflects the broader
principle that proactive corrosion management is economically advantageous
even when the initial investment appears expensive.

The risk-based inspection framework provides the economic structure for
allocating MIC management resources efficiently. By concentrating inspection
and monitoring resources on high-likelihood, high-consequence asset segments,
an operator can achieve meaningful risk reduction without the cost of monitoring
every segment of the infrastructure network at the same frequency. Segments
assessed as low risk can be managed with longer inspection intervals and simpler
monitoring approaches, freeing budget for more intensive attention to the
segments where failure would be most costly. This kind of explicit risk-prioritized
resource allocation is now standard practice in the oil and gas sector under API
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RP 580, and is being adopted increasingly in the water utility and industrial
sectors as well.
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The content of this course is provided for educational purposes only. While every effort has been
made to ensure the accuracy and reliability of the information presented, the author or publisher
makes no guarantees regarding the completeness or applicability of the information to specific
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Use of Al Generated Content

The continuing education (CE) courses offered on this platform are developed using advanced
artificial intelligence (Al) methodologies to generate high-quality, text-based instructional content.

These courses are primarily designed to provide in-depth knowledge on engineering and technical
subjects with minimal or no imagery, focusing on comprehensive textual explanations to convey
concepts effectively.

While every effort is made to ensure accuracy, clarity, and compliance with professional standards,
the nature of Al-assisted content generation means that occasional errors or inconsistencies may
occur. Users are encouraged to critically evaluate the material and verify key technical details as
needed. Additionally, these courses do not include interactive elements or extensive visual aids
such as diagrams, charts, or illustrations unless explicitly stated.

By enrolling in and using these courses, participants acknowledge and accept that the content is
primarily text-based and generated through Al-assisted processes. The course provider assumes no
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and expertise when utilizing course materials in practical applications.
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